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Foreword

Transforming any institution is an ambitious and complicated process that must
begin with a deep grasp of the past and an open mind about the future. To this end,
L1 1 EAA #T 11 ATA 40AT OF Olghasii s A
Project aimed to strengthen our understamdj of the
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analysis of emerging security challenges. The project w
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Rather it provides Alliance leaders with additione
considerations for anticipaing the shape of future
challengesOur goal is to have the fewest regrets in ter
of our readiness to address future security challenges t
may confront our political and military leadersBased
upon a welgrounded intellectual framework, the projedas benefited from the
contributions and active support of Alliance and partner nations, international
organizations, and research institutions.

The Security Implications and resulting recommendations contained in this report

will provide a solid foudation from which we can build a common understanding of

the nature of the risks and threats facing the Alliance and our populatibhsaim is

for this reportto buttressthe continuing strategic dialogue, serve as a catalyst to

drive policy change, inform defence planning, and assist in prioritizing capability

development. If used as intended,ritay also be used to evaluate defence plans,

update defence scenarios, inface concept and strategy development, and

improve training and education curricula. Lastly, it will enhance our individual

T ACGEI T 06 AAEAT AA PIATTEIC AT A OEOAAO Al Al UOEO A/
Multiple Futures Project will improve the BIAT AA§ O £O0OOOA OAAOOEOU EIT I Al

at many levels.

J.N. Mattis
General, US Marine Corps
Supreme Allied Commanddiransformation
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EXECUTIVESUMMARY

A BCURING, STABILISING AND PROMOTING DEMOCRACY IS OUR CORE BUSINESS AND
WILL CONTINUE TO BE SO INTO THE FUTUREO

NATO Secretary-General Jaap de Hoop Scheffer,
45" Munich Security Conference, Munich Germany
7 Feb 2009

In the world of 2030, the inability to reaetith expediency and
purpose to events both expected and unexpected will be costly.
the security context, where such costs are measured against
interests, values and public security, every effort must be made to
align functions and simplify decision malg processes. The Multiple
Futures Project (MFP) is designed to support strategic decision
makers. It focuses on future challenges, on their relative nature and
gravity, and on what the Alliance can do today to prepare for
tomorrow. It offers insightsnto the difficult choices associated with
managing risk, in order to protect the most vital element of the
Alliance, its population. It is crucial that we build a mutual
understanding of the new and uncertain challenges for which NATO
must be prepared to regmd.

To be open, transparent, inclusive and able to process the widest
spectrum of inputs objectively and comprehensively, the MFP was
built on the work of national and international organisations and
developed through extensive consultation across theliafkce.
Twenty-one workshops and strategic engagements were
conducted, including combined North Atlantic Council and Military
Committee (NAC/MC) session$his exhaustive process included
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representatives from 45 nations and more than 60 institutions
bringing more than 500 political, military, civil and economic experts
to the table from the public and private sectoed from both
international and nomgovernmental organisations. These
engagements were used to capture the values, ideas, and
perspectives thg blended and distilled, make up the core of the
report.

PROJECTAPPROACH

The MFP starts with a fundamental analysis of the drivers of change
that will affect the Alliance over the next 20 yealdine drivers, all

of which are significant in terms of therelevance and potential
impact on the Alliance, are the building blocks of the project.
Reflecting the inputs from the many workshops, MFP drivers are
combinedin different ways and with varying weights to create four
plausible futuresFutures are toolghat help form a shared visign
from which NATO can explore different paths by which the future
may unfold. Futures also provide an effective means to assess the
potential for strategic surprise, that is, a significant Rlimear
development that radically changes the futur@wo such surprises

(@ Weapons of Mass Destruction/Effect event and Giobal
Pandemic)were applied systematically to each of the four futures to
assess discontinuities and logical fault lines, and thus help to better
define the Risk Conditions and Implications that flow from the
futures.

The multiple futures yield some 4Risk Conditions, ranging from

0 ZAET AA OOAOAOGS AT A OGAEOCOOBOEI I
6ET AOAAGET ¢ AOET EA OAT OETT 6 AT A
O E A x\Wheéndconsidered in the context of potenti@ources of
Threat and Threatening Actions in 2030, they @scribe a complex
future security environment. From the Risk Conditions, some 33
Security Implications and 26 Military Implications were further
derived discussed and evaluatetliring theworkshops.

MULTIPLE FUTURES PROJEENavigating towards 2030 4
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FRrRicTION in international level decision
making

Economic INTEGRATION of globalised
actors

AsYMMETRY of wealth and power

CHANGING STATE CAPACITY and the
distribution and management of power

RESOURCE ALLOCATION oOf raw
materials, energy, water and food

COMPETING IDEOLOGIES AND WORLD
VIEWS

CLIMATE CHANGE impacting
international relations and commerce

UsE oF TECHNOLOGY and innovation
likely to produce breakthrough events

DEMOGRAPHICS including migration and
urbanisation

DARK SIDE OF ExcLusiviTy (Integration, Climate Change,
Resource Allocation, Changing State Capacity) Weak and
failed states generate instability in areas of interest, and the
states of the globalised world are faced with related strategic
choices.

DecepTIVE STABILITY (Demographics, Resource Allocation,
Friction) Developed states preoccupied with societal change
and demographic issues rather than geopolitical risk.

CLASH oF MoDERNITIES (Use of Technology, Demographics,
Competing Ideologies and Worldviews) Advanced, rational
networked societies with inherent fragility challenged by
external authoritarian regimes.

New Power Politics (Friction, Competing Ideologies and
Worldviews, Resource Allocation, Integration) Increasing
number of major powers, competition and proliferation
undermine value of international organisations.

Figurel: Drivers of Change, Plausible Futures

IMPLICATIONS

The Security Implications point to four broad insights and associated

consequences. Thérst of these touches upon the cornerstone of

Alliance defence structures by discussing why and how the evolving
nature of threats will challenge efforts to reach a consensus on what

constitutes an Article 5 response. Thecondnsight reflects on the
need fa the Alliance to examine its responsibility to act outside

14/860 OOAAEOET T Al in érdeAtADeclideEor A T

minimise conflict with preactive, integrated, and comprehensive

approaches. Thehird insight centers on the understanding that
readily available advanced technology will enable determined

CACAT

adversaries to attack Alliance vulnerabilities in new and unexpected
ways, thus requiring NATO to consider changes in its operating
concepts, capabilities, and future force structure. Tharth insight

suggests that enhanced communications and increased interaction
with international partners will be required to positively shape and
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influence values, ideas, and events in an increasingly globalised
world.

Military Implications point to seven broad das areasFive of the
focus areas identify potential roles within the military realm that
NATO could consider emphasizing for 203Bdapting to the
Demands of Hybrid Threat®perating with Others and Building
Institutions Conflict Management (preventiomnd resolution)
including Consequence Manageme@ounter Proliferatign and
Expeditionary andCombat Capabilitin AustereEnvironmentsThe
remaining two focus areasStrategic Communications and Winning
the Battle of the Narrative and Organisational ad Force
Development Issugepresent the essential enablers associated with
the roles its member nations envision for the Alliance.

Overall, theimplications derived from the multiple futures reveal
that the security environment will continue to evolve and be subject
to a variety of unforeseeable and dynamic political, social,
technological and military developmentgccordingly, the Alliance
must drive to achieve a common understanding of perceived risks
and threatsin order to anticipate and sense important trends,
developments and eventsBy doing so, the Alliance will be better
positioned to positively shape and react to the security environment
of the future.

SECURITY ANODEFENCECHALLENGES

Despite potential interstate conflicts in the Middle East, the
Caucasus, and East and South Asia, lesgale conventional
confrontation is unlikelyThe Alliance will need to respond to a wide
variety of seurity challenges that are mainly a consequence of
destabilisation and the absence of governandde MFPforecast
that these challenges will result from unbridled extremism,
uncontrolled and illegal migration, and friction caused by resource
scarcity.

MULTIPLE FUTURES PROJEENavigating towards 2030 6
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Burgeoning technology also will increasboth the breadth of
Alliance vulnerabilities, and the ease with which those who oppose
us willbe ableto use the advancements in technology to disrupt
society. The use of technology, especially the technology of
WMDE, therefore will require increasing vigilance and positive
control, and close Alliance consultation with partners to protect our
vital technological advantage.

Adversaries will focus less on external attack and more on a
subversive undermining of what ar@ essence, the fundamental
principles that bind the AllianceSpecifically, adversaries will attack
the compact we have with governments, our solidarity, and the
values we hold dear the sanctity of life, individual liberty, and
liberal democracy based on the rule of law. These attacks will use
both physical and psshological means to weaken the Alliance.

Whether the motives of our adversaries are based on religious
extremism, envy of or aversion to our accumulated wealth and
resources, or an assertion of power, hybrid attacks will target our
fundamental principles. These hybrid attacks will be both
interconnected and unpredictable, combining traditional warfare
with irregular warfare, terrorism, and organised crime.
Psychologically, adversaries will use the instantaneous connectivity
of an increasingly effective nss media to reshape or summarily
reject the liberal values, ideas, and free markets that characterise
the Alliance.They will attempt to gain relative advantage in the
world by using our civil norms, legal frameworks and freedom of the
media against us, athey manipulate and convince others to reject
our way of life. Our adversaries will attack our populations, our
centres of commerce, and our integrated global economy, including
our social networks and the facilitating, but vulnerable, global
commons tha we use to connect and prosper. Adversaries will take
the initiative and exploit Alliance vulnerabilities in both the virtual
and physical domains of the global commons, including the realms
of sea, air, space, and cyberspace.

7 MULTIPLE FUTURES PROJE&Navigating towards 2030
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Advocating the values andi€as upon which the Alliance is founded

and engagingEl OEA OAAOOI Anaylb&Ethemodt 1 AOOAOEOAS
effective took to counter our adversariedn this more optimistic

vein, the future presents NATO with unprecedented opportunities

to positively influene ideas, values and events in a globalised world

as the Alliance maintains and improves its ability to respond to

unpredictable and complex challenges, admittedly some of which

remainunknown at this time.

NAVIGATINGTOWARDS2030

It is essential that thélliance continugto demonstrate its strength
and resolve, which are rooted in solidarifjhese qualities sustain
the Alliance as we work to keep societi@formed about the
methods of our opponent, to remain vigilant, and to lead in conflict
management We must work tirelessly together to build support for
an Alliance that continues to espouse the values and ideas upon
which it was foundedTo do this, the Alliance must fevaluate the
meaning of an Article 5 attack, and in doing so send a clear sifnal
deterrence to our adversarieThat signal i €T AOOAT AA OEA Al AOEIT160
call that there will be strength behind the response to any attack,
whether territorial or not. A comprehensive approach, developed in
concert with other international organisatiorlike the EU and UN, is
fundamental to the security of this diverse Alliance. It goes without
saying, however, that the more comprehensive our approach is, the
more our engagements will be affected by actions outside of our
geographic boundaries. To be effive in this environment, we
must develop better partarships, leverage relationshigsnd work
with other international actors to improve the transparency of
information and decisiormaking. Success will depend on our ability
to manage conflict effectivgl, and to mitigate the consequences
that spring from subversive activity.

The Alliance must maintain flexible, adaptable, weldined, welt
equipped, deployable and sustainable expeditionary forces. These
forces require an equally adaptable and compreheascommand

MULTIPLE FUTURES PROJEENavigating towards 2030 8
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structure that is able to integrate and work effectively with other
actors to meet threats across the spectrum of conflict, spanning
hybrid warfare and the potential use of WMD/E; relief and
reconstruction activities;and the mentoring, advisig and training

of indigenous forces to support longéerm institution building. The
Alliance must be able to conduct a full range of operations and
missions concurrently, ranging from collective defence to
demanding stabilisation and reconstruction opé¢ians; and from
security sector reform to largscale highintensity combat
operations. Alliance forces must be ready to operate in WMD/E
contaminated environmets while assuring access to andfettered
use of the sea, airgpace andcyberspace global comons This
unfettered accesswill be pivotal tothe success of allAlliance
operations.

Developing the necessary capabilities and generating the required
forces for these myriad operations will remain a core responsibility
of the Alliance. We must studyays to reestablish and modernise
the NATO committed forces concepiNew or dedicated capabilities

to protect logistics and major infrastructure nodes will be
increasingly important Included must be the ability to ensure
unimpeded access to the electromgaetic spectrum, as well as the
appropriate  mens to detect, identify, locateand engage
adversaries intent on impeding our usesplace anatyberspace

Urbanisation also wilresent challenge$o the effective conduct of
military operations. In light of present and future demographic
trends, it will be a significant challenge for the afice to recruit,
educate, trainand retin a professiaal force of the highest calibre
able to support thee operations in the complex environment of
2030.

In the end, however, we must not lose sight of the fact that, no
matter how hard we try, the future is not foreseeable. More
importantly, no matter how hard we prepareve will be surprised.
The challengdor NATO, like anycomplexlarge organisation, is to

9 MULTIPLE FUTURES PROJE&Navigating towards 2030



MULTIPLE FUTURES PROJE&EXxecutive Summary

learn how to manage uncertaintyhis report calls for that next step
Z the building of a shared vision of the future through rigorous
intellectual debate regarding the conditiongyorking assumptions,
and the frameworkbehind the policies and doctrines of the Alliance.

MULTIPLE FUTURES PROJE&Navigating towards 2030 10
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Introduction

Perceiving Threats to the Alliance out
to 2030

NATO is the most successful militaglliance in human history,
having brought peace and freedom to two continents over six
decades. The global security environment we now face is changing
rapidly, and demands that we understand and evaluate how the
Alliance will be challenged and
threatened n the future. We can reach
this understanding only through
coherent and structured strategic
dialogue. The intellectual rigour that
supports this dialogue can facilitate an
organisational recognition of the factors
that define such challenges and threats.

The Multiple Futures Project (MFP)
creates a basis for such a strategic
dialogue by focusing on the fundamental
guestion: In 2030,what are the threats
and challenges that will pose the greatest
risk to the interests, values and
populations of the Alliae@The goal was

- to keep this study open, transparent, and
inclusive,in orderto process objectively
and comprehensively the  widest
available spectrum of inputs. To this end,
Allied Command TransformationACT)
conducted 21 workshops and strategic

11 MULTIPLE FUTURES PROJE&Navigating towards 2030
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engagemeits, and solicited the direct involvement of
representatives from 45 nations and more than 60 institutions to
exploit their political, military, civil and economic expertise.

Working with a combination of NATO, national and diverse
international organisabns, the MFP developed an Intellectual
Framework (IF) that produced a set @&ecurity and Military
Implications and corresponding Recommendation$he Intellectual
Framework is the process that was developed and applied to obtain
the analytical results. It connects the drivers, futures, and
implications of the study via two processes by which the futures are
built and the implications deducefFigure 2)

/ DRIVERS

KMPLICATIONS |

Implications-
Deduction Process

Futures-Building

Process STUDY

STUDY /

Figure2: MFP Intellectual Framework

The result of the IF process is the identification of specific Security
andMilitary Implications These are associated with specHisk
Conditionsand Threatening Actionsvhich may materialise within
any or all of the considered futures, including tresassment of the
strategic surprises

MULTIPLE FUTURES PROJE&Navigating towards 2030 12
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Chapter 1

Drivers for Change

BUILDING ACOMMON PERCEPTION THROUGHOUHE
ALLIANCE

Building a common perception of the relevant drivers was a
precondition for the development of the futures and consequent

assessmenbf the possible implications. The MFP study of drivers

started with an analysis of 19 national studies on the future security
environment and the existing ACT body of work on drivers, futures,
and challenges.

Using the results of 21 workshops, nine dravéFigured) with a high
degree of commonality were identified as most relevaiat the
Alliance. Some of them have been influential forces throughout
history, and are designateéh this study as®tructural driver§of
change. In the very long ternténturies, not just decadesit is our
assessment thathree of these drivers remain historically constant:
friction, integration, and asymmetry. A look at the interrelation of
these threehighlights six key and deterministic drivethat will have

the greatest impact on security in the coming decades. They are:
changing state capacity, resources (allocation), climate change, use
of technology, demographics, and competing ideologies amakld
views.

! Three studies comprise the SACT body of work: 1) The 2007 SACT Future Security
Environment (FSE) Study: An examination of trend analyses available from nations
and the broader trans-Atlantic community involving industry and academia; 2) The
2006 SACT Long Term Requirements Study (LTRS): This considered plausible future
worlds and future NATOs to support capability analysis; and 3) Emerging Strategic
Issues: A continuous examination of the future security environment and NATO
strategic guidance to identify emerging issues and their impact on possible future
military missions and capabilities.

13 MULTIPLE FUTURES PROJE&Navigating towards 2030
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DRIVERS INITIAL ANALYSIS MFP DRIVERS OF CHANGE
* GLOBALISATION >TRUCTURAL
* INTEGRATION
e NATIONAL & INTL (Economic/Globalization)
*  ASYMMETRY (States/Political
GOVERNANCE Entities)
* FRICTION
« RESOURCES (Distribution of Power)
* ENVIRONMENT DETERMINISTIC
MFP STATE CAPACITY
* NETWORKS & Process
* RESOURCES (Allocation)
Golubiletdlzlot, * CLIMATE CHANGE
e TECHNOLOGY * USEOFTECHNOLOGY
« DEMOGRAPHICS
* DEMOGRAPHY (incl Migration, Urbanization)
« URBANIZATION * COMPETING IDEOLOGIES
& WORLDVIEWS
* TERRORISM

Figure3: Evolution of MFP Drivers

MULTIPLE FUTURES PROJE&Navigating towards 2030 14
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STRUCTURALDRIVERS OFCHANGE

FRICTION (DISTRIBUTION OFPOWER) is the degree of ease
with which decisions are made at the international level,
functions in essence as a relative power meter, ranging
from cooperation to confrontation.

INTEGRATION (ECONOMIGGLOBALISATION is the degree to
which national and regional economies trade, and their
level of functional integration.

ASYMMETRY (STATESPOLITICAL ENTITIES is the relative
discrepancy between states in terms of wealth and power,
and infuences international relations in terms of both
development and security.

15
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DETERMINISTI®ORIVERS “\ “H'"Il ; | |||l

STATECAPACITYreflects the distribution and management of power ?
at the state level.

RESOURCES (ALLOCATION encompasses the availability and
affordability of, access to, and competition for essential resources,
including energy, water, food and other indispensable coatlities.

QLIMATECHANGEIs any longDA O OECI1 E /£E Advérdge AE
wead E Aat éhay have an impact on international relations.

USE OF TECHNOLOGY denotes the evolution and availability of
technology up to 2030.

DEMOGRAPHICS (INCLUDING MIGRATION & URBANISATION reflect
domestic population trends related tbirth, death, age income,
ethnicity, and the othercharacteristi® T £ A OOAOASO
includes migration, urbanisation, and other external factors.

COMPETINGIDEOLOGIES ANDWORLDVIEWSdeal with alienation and
confrontation based on different values, religion, and historic
geopolitical perspectives.

Thesedrivers represent the building blocks for the multiple futures.
The intersection of the relevant drivers shapes the landscape where
plausiblefuturesand the effect of strategic surprises can be studied. ! o 1 4}
The following chapter discusses how the drivers &rtdres were S s S e
constructed and analysed.

MULTIPLE FUTURES PROJE&Navigating towards 2030 16
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Chapter 2
The Multiple Futures

The multiple futures are only the means, not the end, of this project.
They tell a story about plausible worlds in 2030. Thire is not
predictable,but that does not mean we shuld not plan for it From
that perspective, the four futures provide a common ground for
structured discussion and debate
regarding the risks and vulnerabilities
that endanger the populations of the
Alliance. Constructed from a series of
relevant drivers,each of the futures
provides a backdrop for conceptual
Th e Future analysisz g can.vas on which tasse_ss
the potential risks, threats, stratag
NEXLEXIT ’ - surprises, implications, andpf course,
; ; ; ». opportunities. The study vyields a
comprehensive set of risk conditions
from which security and military
implications can be deduced. From
implications, we gain strategic insight
and better understand the potential
choices the Alliance faces as it addresses the challenges and
opportunitiesof the coming decades.

The future security environment will not develop exactly as
described in the four futures. Nevertheless, they are useful as a
framework to guide discussion regarding speciRRisk Conditions
These conditions will influence decisionaking within the Alliance.
Risk Conditionsrefer to vulnerabilities and characteristics that
endangerpeopleterritorial integrityandfor values and ideas

17 MULTIPLE FUTURES PROJE&Navigating towards 2030
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PEorLEOA EZA O O1 OEA OAAGO
domestic population, both local anabroad.

TERRITORIAL INTEGRITiNCludes the protection of
national borders, domestic property, property i A
abroad, as well as national resources claimed by e -
state. In a more modern sense, this could be

expanded to include communicatiorcomputer
networks and assets in space.

VALUES AND IDEASinclude the preservation and
promotion of Western culture, the heritage of socis
norms, ethical values, traditional customsand

political systems that formthe basis for Western
civilization.

MULTIPLE FUTURES PROJE&Navigating towards 2030
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People, goods and territory tend to be indisputable core
responsibilities for the state to protect and defendcreasingly, in a

world of computers and networks, the intellectual property of

OO0AT OAO AT OT ERAAET | OANOEOA OECT Ol
governmens. As the Alliance prepares for the future, it is worth

noting that as nations improve their ability to protect their people,

goods, and territory, then the implications, risks, and opportunities

inherent in doing so will become increasingly important.

FUTUREONE 7 DARK SIDE OFEXCLUSIVITY

The relevant drivers in Future OnBARK SIDE OFEXCLUSIVITYare
climate change, resource allocation, economic integration, and
competing ideologies and worldviewdhe Dark Side of Exclusivity
describes how globalisation, climate change, athé misallocation

of resources significantly affect the capacity of states to maintain
sovereignty.Weak and failed states generate instability in areas of
interest, and present the states of the developedond with
strategic choices regarding how to reactThis first future
AT 1T AAT OOAOGAOG 11 OEA EOEAOEIT AAOxAA
states andthe developing states.This future is complicated by
nationalism, the misallocation of resources, povertyfrustration,
demographic pressure, and deteriorating environmental conditions.

In this future, the followindRisk Conditionfiave been identified:

Failed Governance

Proliferation of Radical Ideologies

Potential spitover of ethnic, religious, ideologicabnflict
Vulnerability of strategic chokepoints and infrastructures in
ungoverned spaces

1 Potential disputes over previously uninhabited and
resourcerich territories

Consequences from environmental catastrophes/changes
Proliferation of WMD/WME

Spread of rdical ideologies

= =4 =4 =4

= =4 =
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1 Challenges to state authority
1 Uncontrolled migration
1 Shifts in population mix

FUTURETWO 7 DECEPTIVESTABILITY

The relevant drivers for Future Twp DECEPTIVESTABILITY are
asymmetry, demographics, resource allocation, and competing
ideologies and worldviews.Deceptive Stabilityhighlights the
requirement to manage the demographic shift resulting from aging
populations and young migrants. Additionallygsource allocation is
both effective and efficient as the resourecieh parts of the world
become part of the dominant systenHowever, a wide range of
problemssitill persist in the less developed regions of the world that
are resourcepoor. This dichotomy is further exacerbadl by the
lack of intervention by liberal democracies absorbed with domestic
priorities.  Ensuing tensions and poor economic and cultural
integration worsenpre-existing domestic and transnational security
issues such as crime and terrorism. The overagliheme of this
future is preoccupation with domestic concerns in the developed
states, which leaves thentess ableto react to instability and
geopolitical risk.

In this future, the followindRisk Conditionfiave been identified:

1 Inability to anticipate, sense, and shape external security
environment

Transnational criminal movements

Strategic inattention

Potential spilover of ethnic, religious, and ideological
conflict

Systemic inability to respond quickly to external effects
Uncontrolled migation

=A =4 =4

= =4

MULTIPLE FUTURES PROJE&ENavigating towards 2030 20




MULTIPLE FUTURES PROJEhapter 2

FUTURETHREEZ CLASH OFMODERNITIES

The relevant driversn Future Threez QLASH OFMODERNITIESre
competing ideologies and worldviews, demographics, and the use of
technology. Clash of Modernitiesketches a world where a strong
belief in rationalism coupled with technological innovation has
enabled advanceghetwork societies to connect virtually across the
globe. Continued tpbalisation and technologicahdvances have
helped drive urban centres the developed world to become mega
hubs of wealth and culture. The governance of this developed sector
is diffuse, mui-layered, and networicentric whereproblems are
solved, and created, by virtual networks in real time. The
disconnected, segregated,na disassociated frontier areasuffer

the greatest tension. Further destabilising these regions are
organised criminal elements that engage in human and black
market trafficking, intellectual and technological piracy, and illegal
arms trading. Authoritieswithin developed states are focussed
primarily on keeping these disruptive forces at bay by managing
flows of trade, information, resources, and the recruitment of
workers that traverse the borders between the urban cores and
outlying areas.

In this future, the followindRisk Conditionfiave been identified:

Complex interdependent computer networks

Internal tension between technocratic efficiency and civil
liberties

High dependency on constant flow of vital resources
Extremism of marginalisedroups

Territorial and extraterritorial border disputes

Technological exploitation by criminal/rogue elements
Vulnerability of complex interdependent systems and
infrastructures

Conflict betweenincompatible belief systems

Shifting loyalties (state vs. nostate actors)

Alliances ofauthoritarian states

Potential spillover of ethnic, religious, and ideological
conflict

= =4 =4 -4 -9 = =4

= =4 -4
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FUTUREFOURZ NEWPOWERPOLITICS

The relevant drivers of Future FopNEWPOWERPOLITICSre friction

in international decisiormaking; competing ideologies and
worldviews; conflict over resource allocation; and a lack of
economic integration. New Power Politics describes a growing
absolute wealth, accompanied by the widespread proliferation of
WMD/E. This future is characterized by pawpolitics, but in a truly
multi-polar world that is dominated by competing regionabwers
These powers have established a fragile balance in which
globalisation and international rules and norms are challenged by
competition for resources and influenc&hese states may not have

a global reach, but regionally they play a significant role in shaping
world politics by promoting their strategic interests and competitive
advantage. Competition and demand for resources, particularly in
ungoverned spaces, ctinues unabated as the most powerful states
continuously strive to improve their economies and protect their
populations.

In this future, the followindRisk Conditionfiave been identified:

Shifting spheres of influence

Competition for ideological supremgc

Competition for resources

Proliferation of nuclear and other WME capabilities
Ungoverned spaces

Inter-state rivalry

Inability of the international system to handle large power
fluctuations

1 Shifting state alliances

=A =4 =4 =4 -8 -8 9
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STRATEGICSURPRISEY THE CHALLENGE OMISRUPTIONS

Futures studies often have trouble dealing with nrlmear
developments such as larggcale, unpredictable shocks. For each of
the four futures, two shocks are applied systematically in order to
illuminate structural vulnerabilities and tensis. The two shocks
considered in this study areglobal pandemic and a WMD/Bttack
against a large city, posed to have taken place between now and
2030.

GLoBAL PANDEMIC A global pandemic with hundreds of millions of
casualties will cause state failures in undeveloped or weak states and
severely damage economies in affected developed states. Radical
ideologies will spread and grow further in failed states.
Governments in developed
countries will have to focus on
ensuring the survival and
prosperity of their populations,
while overlooking the needs of
those with fewer resources.
Wealthy countries affected by
the pandemic will use their
significant resources to develop
vaccnes; availability, however,
will be limited. There will be an
exponential increase in global demand for vaccines that cannot be
satisfied through increased productiorHowever, he increase in
demand for vaccines will be relatively shtivied, while the émand

for palliative medicines and clean food and water will last much
longer. Organised crime will fill the void to their profit and
empowerment. Interstate rivalry will increase as states struggle for
medicines in the attempt to protect and defend thgiopulations.
The risk for interstate war will increase and may reach
unprecedented levels.
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IMPACT ONDENTIFIEORISKCONDITIONS

FUTURE1 7 DARK SIDE OFEXCLUSIVITY A pandemicon the scale of

the 1918 Spanish influenza outbreak will exacerbate internal
instability in already weak states and likely lead to a significant
increase in the number of failed states. Rich and stable countries will
focus their attention and concentrate rearces on alleviating the
effects of the pandemic on their own populations, and will likely
reduce stabilisation efforts abroad. Critical infrastructures located
abroad in areas heavily affected by the pandemic will require
increased protection to ensurehé parent country has continued
access to those resources. This will be especially true in failed or
failing states that have suffered a very high number of casualties.
Organizations based on radical ideologies will exploit the pandemic
by promising to cae for the sick, and will be rewarded by a surge in
followers. Individual national health care systems will be incapable
of dealing with the situation or providing sufficient vaccines or
palliative care, likely resulting in massive uncontrolled migration.

FUTURE2 7 DECEPTIVESTABILITY. A largescale pandemic will further
increase the preoccupation with internal affairs in many developed
nations. Due to the immense demand for medicines and health care,
legislatures will be pressed to shift more resources doig the
prevention and mitigation of future pandemics, which will put more
pressure on defence budgets. The market for vaccines will become
very attractive to organiseé crime. In addition, the shorhotice
scarcity ofmany vaccines in a global higlemandsituation will lead

to significant internal and external tension.

FUTURE 3 7 QLASH OF MODERNITIES The complexity and
interconnectivity of infrastructure (health, transport, energy,
security, etc.) will lessen the impact of a pandemic in nations that
have an integrated system of advanced healthcare. The loss of
employeesand resourcewvill have a significant negative impact on

A OOAOAGO AAT Ithe likelitwodd ciil ukrésid 10 fudhO A
a chaotic situation, large segments of society may shifalties
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from the state to a norstate actor capable of supplying vaccines
and basic life support

FUTURE4 Z NEW POWERPOLITICS With large populations affected
by the pandemic, there will be a sharply increased demand for
vaccines on the global market. Rerful nations will use all
ET 000061 AT 6O 1T £ i xAO 061 A1 OOO0A
Interstate rivalry will increase, and existing alliances will suffer from
and have to respond to increased competition. The security
environment will become morgolatile as nations consume existing
resources to mitigate the negative effects of the pandemic on
individual economies. The risk of interstate war will rise as friction
between key states increases, heightening old rivalries and
exacerbating cultural diérences.

WMD/EATTACK ON A CRITICANODE: There are many critical logistic
nodes within the Alliance and a WMD/E attack on any of them would
have significant impact on the AllianceThe selected
strategic shock however, describes the situation if a
major Europeancity is targeted. A WMD/E attack
destroying a major Europearity will cause extreme
environmental degradation with immense consequences.
Mitigating the effects of a single WMD will exceed one
T AOET 1 6 O and PegquikeAriwitinatidihl assistance.
The WMD attack will have significant negative economic
effects and the communityof European statewill take
decades to recover. Synchronised WMD attacks on
several majorcities throughout theAlliancewill cause an
economic and social crisis of unprecedented scale.
Membership in a credible defence and/or security
organisation willbe seen as increasingly importan©n

the one hand, the Alliancevill be expected to show
resolve and wisdom in responding to the atta@qd efficient and
successful action will increase Alliance cohesion. On the other hand,
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failure to respond or a weak response will break the bonds and
splinter the Alliance.Obviously, technical preparations, deterrence
and defensive regimes, consequenec@nagement capabilities, and
strong Alliance ethical foundations will be essential factors.

IMPACT ON IDENTIFIERISKCONDITIONS

FUTUREL z DARK SIDE OFEXCLUSIVITY A WMD attack will destroy a
major European logistical hub and surrounding area. Internal
migration and intense pressures on the health care system stress
societal infrastructure beyond the breaking point. Europe will
recover, but in the aftermath the radical actors behind the attack
will have earned a strategic victory which will motivate themd
increase the number of recruits joining those radical groups.

FUTURE 2 7 DECEPTIVESTABILITY. In Future 2 a WMD attack is a
logical consequence of the strategic inattention and overemphasis
on internal affairs. The likely public demand for an adeguat
response to the attack will lead to a rejection of current government
policies. The importance of being a member of a credible Alliance
will return to the agenda and likely lead to increased efforts to
enhance the ability ofthe Alliance to protect and efend its
members. Even though the economic impact of the attack will be
immense, a single WMD attack will be insufficient to destroy
Europe. The developed nations, led by the Alliance, will combine all
available resources to speed recovery and increaseursdy
measures at an unprecedented level

FUTURE3 7 CLASH OFMODERNITIES A single critical blow to a major
alliance seaportwill significantly harm regional economies due to
their economic complexity and interdependence. Reduced civil
liberties and an ricreasingly invasive security force will be a
consequence of the recovery. Determining the identification and
location of specific perpetrators will be a very sensitive and difficult
task, making effective retaliation extremely problematicThe
nation uncer attack in most casewill not have sufficient military
forces for retribution by itself, and will make a strong demand for an
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Article 5 response by the Alliance. Failure to respond rapidly and
appropriately willsplit the Alliance.

FUTURE 4 z NEw POWER PoLITICS In case of a major European
seaport being targeted, the impact of the attack will change the
balance of power. European power will decrease in the short term,
but a measured retaliatory response and a comprehensive recovery
plan supported by a ufied Alliance will in the long term strengthen
the regionand the Alliance.
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Chapter 3

Security Implications from Future Risks

SOURCES OHHREAT

The Risk Conditiongliscussed in Chapter 2 are most relevant when
linked with a correspondin@ource of ThreatDuring the workshops
and roundtables, theSources of Threatwere grouped into six
categories:

1. SUPEREMPOWERED INDIVIDUALS individuals who have
overcome constraints, conventions, and rules to wield unique
political, economic, intellectual, or cultural influence oveeople
andevents?

2. EXTREMIST NON-STATE ACTORS hon-sovereign entities
expressing extremist values and ideabat exercise significant
economic, political, or social power and influence at a national, and
in some cases international, levél.

3. ORGANISEDCRIME a structured group of three or more
persons, existing for a period of time, who act in concert with the
aim of committing serious crimes or offenses in order to obtain,
directly or indirectly, a financial or other material benéfit.

2

United States National I nt el INorstateAcrs:Counci |
Il mpact on International Rel ati ons ash2D07] mpl i
%United States National I nt el INorgstateAcrs:Counci |
| mpact on I nternational Rel ations and | mpli
AA Growing Threat to Human Security and Hu

Cri meo, NATO Defence College 7 December 200
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4, ROGUESTATES states that act without respect for
other states or global norms and rules.

5. CONFRONTATIONAL POWERS those powers that
are quick to resort to force or threaten the use of force
disproportionately to what is at stake and how it affects
their vital interests’

6. NATURE the manner in which the physical world
exists and changes of its own accord, suckvaatherand
geology, and thephyscal forces that shape the world

s Frankel, Benjamin. Realism: Restatements and Renewal. New York: Frank Cass &
Co. Ltd, 1996, p. 312.
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THREATENINGACTIONIEVENTS

From the Sources of Threat, we can project Threatening Actimms
Events that might emerge from an entity that possesses the will as
well as the capability to harm or violate thpeople territorial
integrity or values and ideasf the state Note, @ventsalso cover
natural or manmade environmental disasters. An aggreedtlist is

presented below in Figuré.

DISRUPTION OF ACCES® CRITICAL RESOURSE
DISRUPTION OF FLOW OATAL RESOURCES
HUMAN TRAFFICKING

HUMAN SECURITYETHNIC CLEANSINGGENOCIDE
VIOLATION OF PERSONALIBERTIES

ATTACK ONCOMPUTER NETWORKS

ATTACK ON POPULATIOMR INFRASTRUCTURE
SUBVERSION

TERRORISM

VIOLATION OF TERRITORL INTEGRITY

NATURAL DISASTERS

ENVIRONMENTAL DEGRADRON

ATTACK WITHWMD/WME

QVIL UNREST

CONTESTED POLITICALAGITIMACY

STRESS ON SOCIETAL RUCTURES ANIRULE OF LAW
ETHNIC TENSIONS

MASS WELFARE AND HEAH STRESS
CHALLENGING VALUE& WORLDVIEWS
UNASSIMILATED POPULAIDN
DRUGTRAFFICKING

SPILL-OVER FROM UNANTICIPEED HUMANITARIAN
CATASTROPHES®: REGIONAL WARS

Figure 4: Aggregate Threatening Actions/Events
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RISE OF NEW AND UNKN@N ADVERSARIES
UNDERMININGOF DEFENCE PREPAREERS
UNANTICIPATED LARGEGALE TERRORIST ATTKS
PIRACY

STRESS ON SOCIETAL RUCTURES AND RULE QAW
ETHNIC TENSIONS

ABUSE OF PANOPTICALURVEILLANCE

ATTACK BY CIVIL LIBERY GROUPS

ESPIONAGE

ATTACK THROUGH ELECTRMAGNETIC SPECTRUM
TENSION AND INSTABIOYY WITHIN AND BETWEE
DIFFERENT  POLITICAL SYSTEMS FUELLED BY
CHALLENGING BELIEFYSTEMS

INFORMATION OPERATIOS BY NETWORKS WITH
STRONG NONSTATE IDENTITY
INCREASED RELIANCE ON PRIVATE
COMPANIESPMC)

PEOPLE OF THE STATEITERESTED IN RETURNING TG
PREVIOUS SPHERE OFNRLUENCE OVER STATE
WISHES

GLOBAL AND REGIONAL BCURITY INSTABILITYAND
CHALLENGES TO STANDRDS OF INTERACTION
NATION STATE SWITCHIG ALLIANCE

MILITARY
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SECURITYIMPLICATIONS

The MFP analyzed each of the four futures and associdtek
Conditionsto find the Security Implicationghat would be generated
when exploited by theSources of Threaand the execution of a
Threatening Action TheSecurity Implicationgest the fundamental
NOAOGOETITO T &£ .14/ EIT OAOAOGOO(
AAOAe o theGshudyAderivéd33 Security Implicationsthat
correspond to the four futures portrayed in Figuse

031

DARK SIDE OF EXCLUSIVITY DECEPTIVE STABILITY CLASH OF MODERNITIES NEwW POWER POLITICS

A NEGATIVE IMPACT ON A NEGATIVE IMPACT ON NEGATIVE IMPACT ON I LARGE-SCALE WARFARE
ECONOMY ECONOMY CRITICAL INFRASTRUCTURE 1  NEGATIVE IMPACT ON

A ILLEGAL IMMIGRATION A DANGER TO CITIZENS OVEREMPHASISED SECURITY ECONOMY

A HUMAN EXPLOITATION A SoCIAL DISORDER VERSUS PERSONAL LIBERTIES T NEGATIVE IMPACT ON

A ISSUE OF RIGHT/OBLIGATION A HUMAN EXPLOITATION TENSION CRITICAL INFRASTRUCTURE
TO INTERVENE A ORGANISED CRIME A DANGER TO CITIZENS 9 DANGER TO CITIZENS

A DANGER TO CITIZENS A VIOLATION OF TERRITORIAL A NEGATIVE IMPACT ON 9 VIOLATION OF TERRITORIAL

A VIOLATION OF TERRITORIAL INTEGRITY ECONOMY INTEGRITY
INTEGRITY A LIBERAL-DEMOCRATIC A LiBERAL-DEMOCRATIC 1  LIBERAL-DEMOCRATIC

A LIBERAL-DEMOCRATIC VALUES AND IDEAS AT RISK VALUES AND IDEAS AT RISK VALUES AND IDEAS AT RISK
VALUES AND IDEAS AT RISK A ISSUE OF RIGHT/OBLIGATION A EXPLOITATION OF ILLEGAL IMMIGRATION

A NEGATIVE IMPACT ON TO INTERVENE CORPORATE & STATE 1 HUMAN EXPLOITATION
CRITICAL INFRASTRUCTURE A ILLEGAL IMMIGRATION SECRETS 1 ISSUE OF RIGHT/OBLIGATION

A DIFFUSION OF NATIONAL A NEGATIVE IMPACT ON A CHALLENGED STATE 5 TR
IDENTITY CRITICAL INFRASTRUCTURE MONOPOLY ON THE USE OF 1 DEVASTATION CAUSED BY

A DESTABILISATION OF A REDUCED WILL TO USE FORCE (PMC) WMD/WME
PREVIOUSLY STABLE MILITARY POWER A ERODED STATE-SOCIETY T EDEED ABILTY O
GOVERNMENTS A REDUCED SELF-DEFENCE COHESION

A INCREASING NUMBER OF POSTURE A EXPLOITATION OF BB I O 0
POTENTIALLY HOSTILE COMMUNICATION SYSTEMS TO INFLUENCE OR MANAGE

CRISIS/EVENTS

STATES A Loss OF COMMUNICATIONS

A CHALLENGES TO DOMINANT SYSTEMS ASYMMETRIC SECURITY
VALUES A DEcisions BY ENVIRONMENT

A UNDERMINING NATIONAL AND MULTINATIONAL INDUSTRIES i DISRUPTION OF VITAL
INTERNATIONAL LAW CHALLENGE INTERNATIONAL RIESTOUIREIE HLOWE

A POPULATION HOSTILITY AND ORDER i ERODED COHESION OF
UNREST DISRUPTION OF VITAL EXISTING ALLIANCES

A DOMESTIC DISORDER RESOURCE FLOWS

A DEcCISIONS BY UNCERTAIN ALLEGIANCE OF
MULTINATIONAL INDUSTRY PMCs
CHALLENGES INTERNATIONAL
ORDER

A ASYMMETRIC SECURITY ENV

Figureb: Security Implications

31

MULTIPLE FUTURES PROJE&Navigating towards 2030



MULTIPLE FUTURES PROJE@hapter 3

These Security Implicationswere presented and discussed at
workshops and roundtablesRarticipants were asked to rate each
Security Implication for both likelihood and impact on a scale of 1 to
4 (4 being the higher likelihood and greater impacthe resulting
importance indicator for each Security Implication was determined
by multiplying the average likelihood by the average impact. In
addition to that, participants ated each Security Implicatiowith
regard to transformational difficulty, adding a third aggt to
analysis.These were given scores for ranking and plurality, which
were then summed to determine final scores. This resulted in the
identification of the Top 5 Security Implications that resonated with
the participating audience:

TOP SECURITYIMPLICATIONS

ASYMMETRIGECURITENVIRONMENT
DISRUPTION ONITALRESOURCHELOWS
NEGATIVEMPACT ONECONOMY
EXPLOITATION OCOMMUNICATIONSYSTEMS
ISSUE ORRIGHTOBLIGATION TANTERVENE

ok whPE
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SECURITYIMPLICATIONSINSIGHTS ANDRESULTINGCONSEQUENCES

Security implications point to four broad insights

INSIGHT 1. THE EVOLVING NATUREFORISKS AND THREATBD VITAL INTERESTS I
CHALLENGETHE STRATEGIC UNITWWND SOLIDARITY WITNITHE ALLIANCE AS WE THE
COMMON UNDERSTANDINGF WHAT CONSTITUTES® ARTICLES ATTACK

Consequences

1 In an increasingly complex security environment, the nature
of risks and threats will continue to evolve, and so will the
understanding of collective defence. This will complicate the
111 EAT AAGO AAEI EOU OiF OAAAE A OEI
where andhow to respond.

1 Alliance solidarity will be threatened by competing values
and ideas from actors who promote alternatives to
democracy, human rights, and the rule of law. Maintaining
solidarity in the face of shared threats must remain the
111 EAT dofiplicity. E E CE
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and forces will be hybrid in nature: an interconnected,
unpredictablemix of traditional warfare, irregular warfare,
terrorism and organised crime.

>\
—_
S

1 The Alliance may face attackbdt do not fit the traditional
interpretation of Article 5. These attacks will have a direct
effect on the Alliance through, for instance, massive
communications disruption, pandemics, or cyber attacks on
economic or social infrastructure. Thesattacks mg
emanate from states, or from noestate actors, who by
definition are individuals and/or small groups that are
difficult to identify, highly adaptable and willing to operate
outside internationally accepted laws, values, norms and
conventions.
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1 Some natims with different ideologies and worldviews will
rise as economic, technological, and military powers. While
a few will cooperate, others will reject or try to reshape the
international system. These nations will generate
competition for influence, valuesand ideas in areas of
strategic interest for the Alliance.

1 Shifting demographics and corresponding valsgstemswill
make it much more difficult to achieve a unified response to
diffuse and complex threats.

1 Changing interpretations of national identity, softening
allegiances, eroding social cohesion, and demographic shifts
xEIl 1T ET & OATAA 1 AT AAO 1 AOQET 106 DAOAADPOEIT O |
their preparedness to use military force.
1 Nations will face recruitment and swEhment problems,
and substantially less national support for the defence
sector as a whole.
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INSIGHT 2: INCREASED INTERACTIOMITH NONNATO NATIONS AND OTER INTERNATIONA
ACTORS WILL CREATEPPORTUNITIES FOR THELIANCE TO EXTENDSTROLE INENHANCING
SECURITY AND STABIM OUTSIDE TRADITI@N AREAS OF ENGAGEME

Consequences

T

The Alliance will have to transform itself from a
predominantly defencebased military alliance into a
comprehensive political and military security community.

The néwork of global governance designed to meet®*21
century challenges will continuously adapt to demands that
derive from the evolving threats discussed in previous
insights. This includes the establishment of new governing
bodies; adapting roles, respondlities, and authorities
within the present governing structure; and the
corresponding changes in intertianal law.

The trends point to a mukpolar world where numerous
actors will take an increasing role in global governance. Each
of these changes willffect the Alliance. NATO will need to
continuously review the governance landscape to ensure
clarity in its supported/supporting roles; in its
responsibilities related to defence/security, civil/military,
and public/private partnershipsand in relatiorships with
other nations.

The Alliance may have to decide whether to act outside the
traditional NATO roles due to growing competition in
ungoverned areas such as the Arctic; denial of access to
resourcesand the maritime, air, space, and cyberspace
commons; and spHbver from regional conflictsvhere one

or more of the actors ha& nuclear weapons. Likewise,
NATO will be threatened by radical nations and rstate
actors who are willing to use nuclear and tailored biological
weapons, or are ready to ae chaos to destabilize fragile
governments.

The destabilisation of, or absence of governance in,
strategically significant areas may require NATO to

35
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intervene to protect vital Alliance interests or avoid further
regional instability mitigate the proliferation of WMD/E
prevent the disruption of vital resourceand address large
scale migration, regional wars, ethnic cleansing or genocide.

1 The legitimacythat underliesNATO actions will need to be
reinforced to deter opportunistic actors through a cteand
credible threat of military force.

1 Alliance nations must forge new, or strengthen existing,
relationships with government agencies- notably law
enforcement, border protection services, judiciaries, and
public health authorities This action willhelp form a
comprehensive approach to crisis resolution.

1 NATO will also need to adapt its internal organisational
structures, authorities, composition and decisiomaking
process to new conditions, and revise its policies for sharing
information and coopeating with nonNATO bodies.

1 The Alliance must strengthen its ability falfil its mandate
in increasingly complex crisis areas, such as hybrid warfare
and support to humanitarian relief operationsNATO wiill
increasingly find itself working alongside various
international organisationsin an effort to establish a safe
and secure environment.

1 The Alliance needs a comprehensive partnership policy that
will engage its full expertise in the fields of Security Sector
Reform (SSR), Education, Tm&ng, and Exercises, to
increase cultural awareness and improve interoperability
through the use of the NATO education and training
centres.

1 The Alliancewill need to clarifyits supported/supporting
roles and responsibilitiess it findsenduring solutns in
failed states, i.e., institutiorbuilding, security assistance,
police training, security for ungoverned areas, infrastructure
and energy security, noproliferation of WMD, and
associated consequence management. Additionally, the
delineation of roés, in cooperation with the EU, will be
essential when addressing security threats involving hybrid
warfare.
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INSIGHT 3: DETERMINED ADVERSARBIEENABLED BY READIAYVAILABLE TECHNOLOES WILL
ATTACK ALLIANCE VULNERABILES IN UNEXPECTED W@ REQUIRINGTHE ALLIANCE TO
CONSIDER CHANGESTNE CHARACTER OF MIARY OPERATIONS ANRARFARE

Consequences

1

The ready availability of advanced technology and WMD/E
proliferation will enable adversaries like never before.
Alliance nations must therefore maintain dnsecure their
technological advantage.

The enemy will focus his efforts against perceived Alliance
weaknesses, which will magnify and compound uncertainty,
ambiguity and surprise. The combination of information
networks, miniaturisation, robotics, swarmg, precision,
and nanotechnology will pose new and unexpected
challenges to conventional warfareEasily developed,
concealed, and transported disruptive and destructive
capabilities will render individuals and small groups more
effective and lethal.

Adversaries can and will take the initiative, in any domain, to
attack Alliance populations, territories, or interests. Threats
will come through a hybrid form of warfare, in which
conventional, irregular, and criminal capabilities are
integrated operatiorally and tactically at the lowest level
possible in urban environments, and in locations where the
Alliance lacks established support systems.

14/ 60 1 EI EOAOU DI OOO0OA 106060
preclusive vision or doctrine of future warfare. The aitie
will need to build sufficient responsive and sustainable
conventional and nuclear capabilities to deter and defeat
those who threaten Alliance security. These capabilities will
need to be flexible and adaptable in the face of surprise and
the threat o hybrid warfare.

Future risks and threatdemandappropriate new concepts
and doctrines fromthe Alliance Areas for study include
maritime security, the use of space and the protection of
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space assets, and the continued expansion of cyber defence
capabilities.

1 The nature of future operations will emphasise the
importance of multinational, joint, and expeditionary
capabilities able to succeed in extreme landscapes and
climates. As such, efficient military operations will require
flexible, adaptive, deplogble forces with a clear
understanding of how enemies may use technology against
them, and the ethical and moral grounding to work in
populated settings.

T . 14780 1 AOGAT 1T &2 AT AEOGEITT 100600 Al OO60A OEA '11
to conduct the full range of its operatienand missions
concurrently, from collective defencand a greater number
of demanding stabilisation and reconstruction operations to
large-scale highintensity operations

1 Success in the future demands that the Alliance educate and
train its forcesgespecially themilitary and civilian leadership
to be knowledgeable and capable of strategic foresight, and
well-grounded in the history of past, present, and future
warfare.
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INSIGHT4: INCREASED INTERACTIOWTH OTHER INTERNAONAL ACTORS WILL PR@IDE NATO
THE OPPORTUNITY TOOBITIVELY SHAPE ANDIFLUENCE IDEAS/ALUES AND EVENTS IN
GLOBALISED WORLD

Consequences

1 The Alliance must ensure that it can anticipate, sense, and
shape the security environment; achieve a common
understanding of perceived risks and threats; and
effectively share these perceptions with the Alliance
populations.

1 A credible defence posture and corresponding military
capabilities will continue to be imperatv Thelack of a
well-defined and unifying adversary, and increased pressure
from domestic norsecurity concerns, caweaken concern
for and attention tomatters of defence.

1 Enhanced strategic communications, both internal and
external to the Alliance, will promote public understanding
i £/ OEA 111 EATAAGO bDi OEOEOA AlT1C
stability. They are necessary to ensure that NATO can
maintain a credible defence postiwith the proper mix of

military capabilities.

1 NATO will need to communicate at the strategic level both
the inter-relationship between security and defence, and
14/ 80 O1F1 A ET ARNi@aee dovedindndel AA AT A
bodies.

MAKING CHOICESZ MITIGATION OFSECURITYIMPLICATIONS

One of the clear messages of this Multiple Futures study is that

14/ 80 OAAOOEOU AT OEOI T 1 AvillCbe xET 1 Al
subject to a variety of unforeseeable and dynamic political, social,
technological, and military evelopments. This evolution will not

occur in a vacuum. Conversely, these developments will present
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NATO with unprecedented opportunities: to positively influence
ideas, values, and events in a globalised world; while at the same
time it maintains andmproves its agility and flexibility to respond to
unpredictable and complex challenges.

The Alliance must consider the consequences of these challenges as
it works toward a consensus on how to redefine many of the
assumptions and strategies that NATO Hasen operating under for

the last decade. These consequences highlight several key issues
that need to be considered in the ongoing strategic dialogue:

1 There is a strong need for a clear, pragmatic discussion and
AAAAOA OACAOAET C . ! 40nd Gnd £EOOOOA O1T 1 AOh | EOC
direction.

1 The Alliance will maintain collective defence at its core;

however, the nature of the challenges that could prompt an
Article 5 response will continue to evolve.

1 NATO must develop new concepts to deal with the hybrid
threats that incrasingly will dominate the operatinal
environment

1 A Comprehensive Approach will form the foundation for

14/ 80 OOAAAOGO8 /11U Ei bOi 6OAA PAOOI AOOEEDPO A/
Alliance to meet the complex threats of a rapidly changing
security landscape.

i The Alliance will have to transform itself from a
predominantly defencebased military Alliance into a
comprehensive political and military security community.

The Alliance has to determine to what extent it is willing to broaden
its range of tasks and its cooperatigvith other international actors.
How the Alliance evolves iV have a fundamental impact oits
nature and role in 2030. Functionally, NATO will need to evaluate its
roles in both defence and security, and create balanced tools to deal
with both. The enckavaur will at times be contentious and
worrisome; it is nevertheless paramount that the leadership of the
Alliance find this balance and adjust the supporting structure and
processes accordingly. While the future may create new
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responsibilities, the Allince must be careful not to dilute its ability
to carry out both functios effectively. SimultaneouslyNations
need to understand thatMilitary Implications correspond to and
flow from the mitigation of the Security Implications. How the
military forces & the Alliarce prepare for these challenges is
addressed in the next chapter.
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Chapter 4

Military Implications Preparing Alliance
Military Forces for 2030

MILITARYIMPLICATIONS .

The final step in the futures process spotlightilitary /’
ImplicatonsAU AOEET ¢ OEA 1T OAOA
and for what should the militaries of the Alliance prepa
ET OEA Theemnficafoasiesult directly from the
Risk Conditionsand Security Implicationsdiscussed in
Chapter3.

(i x

L N

Twenty-six Military Implications were deduced and.
AOOOEAO OAAEEI AA OOEI ¢ OE/L .
/| DPAOAOGET 1 Al ConfahdA Sefide | AOtS Shield
and Sustain (CSASS)Twenty-one workshops helped ‘
develop and analys¢he Implications, withthe goal to
better understand each Implication and its relative effect
on the Alliance. Specifically, the process clarified wh
may need to change militarily in the Alliance as we loc
towards 2030, as well as potential new areas
engagement that woulchave particular consequence foi
military operations. Figure6 shows how the Military
Implications connect to the four futures.

® canadian Army Operational Functions
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DARK SIDE OF EXCLUSIVITY

CONDUCT DETERRENCE
OPERATIONS

CONDUCT EXPEDITIONARY
OPERATIONS TO PROTECT
LINES OF COMMUNICATIONS
PREVENT THE DISRUPTION OF
FLOW OF VITAL RESOURCES
SUPPORT COUNTER-
PROLIFERATION EFFORTS
PROTECT CRITICAL
INFRASTRUCTURE
CONDUCT COLLECTIVE FULL
SPECTRUM DEFENCE
OPERATIONS

ConbucT Exp OPS IN
SUPPORT OF HUMANITARIAN
ASSISTANCE

PROVIDE AID TO CIVIL
AUTHORITIES

ENHANCE CIVIL-MILITARY
OPERATIONS

ADDRESS THE PRESENCE OF
PRIVATE MILITARY COMPANIES
PROTECT AGAINST
ASYMMETRIC THREATS
CONDUCT MILITARY
OPERATIONS AGAINST NON-
STATE ACTORS

CONDUCT COHERENT
INFORMATION OPERATIONS
CONDUCT OPERATIONS IN
COHERENT COMPREHENSIVE
FRAMEWORK

CLARIFYING ROE IN
ALLIANCE OPERATIONS
INTERVENE TO PREVENT
ESCALATION (FORCE
PROJECTION)

PROVIDE MILITARY LOGISTIC
SUPPORT TO HUMANITARIAN
ACTIVITIES

TRAIN INDIGENOUS FORCES
SUPPORT & COOPERATE WITH
MULTIPLE ACTORS IN MULTI-
NATIONAL RESPONSE
EFFORTS TO NATURAL
DISASTERS
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DECEPTIVE STABILITY

IDENTIFY EMERGING FOREIGN
SECURITY THREATS
PROVIDE AID TO CIVIL
AUTHORITIES

CONDUCT COLLECTIVE FULL
SPECTRUM DEFENCE
OPERATIONS

CONDUCT DETERRENCE
OPERATIONS

ConbucT Exp OPS IN
SUPPORT OF HUMANITARIAN
ASSISTANCE

SUPPORT SHAPING OF
SECURITY ENVIRONMENT
ADAPT RECRUITMENT
PROCESSES

ADEQUATELY ADDRESS THE
USE OF NON-LETHAL FORCE
SUPPORT & COOPERATE WITH
MULTIPLE ACTORS IN MULTI-
NATIONAL RESPONSE
EFFORTS TO NATURAL
DISASTERS

PROVIDE MILITARY LOGISTIC
SUPPORT TO HUMANITARIAN
ACTIVITIES
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CLASH OF MODERNITIES

PROTECT C4 SYSTEMS AND
MILITARY NETWORKS
PREVENT THE DISRUPTION OF
FLOW OF VITAL RESOURCES
ConbucT Exp OPS TO
PROTECT LINES OF
COMMUNICATIONS

PROTECT CRITICAL
INFRASTRUCTURE
CONDUCT DETERRENCE
OPERATIONS

CONDUCT COLLECTIVE FULL
SPECTRUM DEFENCE
OPERATIONS

MITIGATE NEGATIVE IMPACT
OF DISRUPTIVE
TECHNOLOGIES

PROTECT AGAINST
ASYMMETRIC THREATS
PROTECT ELECTROMAGNETIC
SPECTRUM

TRAIN INDIGENOUS FORCES
ADEQUATELY ADDRESS THE
PRESENCE OF PRIVATE
MILITARY COMPANIES
CONDUCT OPERATIONS IN A
COHERENT COMPREHENSIVE
FRAMEWORK

Figures: Military Implications

NEW POWER POLITICS
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OPERATIONS
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SUPPORT OF HUMANITARIAN
ASSISTANCE
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PROTECT LINES OF
COMMUNICATIONS

PREVENT THE DISRUPTION OF
FLOW OF VITAL RESOURCES
PROTECT C4 SYSTEMS AND
MILITARY NETWORKS
MITIGATE NEGATIVE IMPACT
OF DISRUPTIVE
TECHNOLOGIES

PROTECT ELECTROMAGNETIC
SPECTRUM

PROTECT AGAINST
ASYMMETRIC THREATS
TRAIN INDIGENOUS FORCES
CONDUCT OPERATIONS IN A
COHERENT COMPREHENSIVE
FRAMEWORK

INTERVENE TO PREVENT
ESCALATION (FORCE
PROJECTION)

PROVIDE MILITARY LOGISTIC
SUPPORT TO HUMANITARIAN
ACTIVITIES
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At the workshops, quantitative data were collected to support
analysis of the individual implication®articipants were asked to
rate each Military Implication for likelihood and impact on a scale of
1 to 4 4 being the higher likelihood and greater impagt The
resulting indicator for each Implication was determined by
multiplying the average likelihood by the average impact. In
addition to that, parttipants rated each Implication with regards to
transformational diffculty, adding a third variable to the analysis.
These were given scores for ranking and plurality, which were then
summed to determine final scores, resulting in the identification of
the Top 5 Military Implications that resonated most strongly with
the audience:

TOPMILITARYIMPLICATIONS

PROTECTAGAINSTASYMMETRIGHREATS
CONDUCTMILITARYOPERATION#AGAINSTNON-STATEACTORS
PROTECTC4SYSTEMS ANIMILITARYNETWORKS

PREVENT THBISRUPTION ANIBLOW OFVITALRESOURCES
ENHANCECVIL-MILITARYCOOPERATION

s wmn e

The primary concern among all national subjenatter-experts who
participated in the MFP was protecting the populations of the
Alliance, especially their interests and values. Future adversaries
intent on destroying our societies and values Wil innovdive in
exploiting advanced technologies as they confront the Alliance in
ways that will seem asymmetric to us. In response, the Alliance will
have to adjust quickly to the specific nature of these asymmetric
attacks.

The ability of the Alliance to conduenilitary operations against
non-state actors was a significant conceifhe ability of adversaries
to co-opt non-combatants into conducting attacks will make it
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extremely difficult for militaries to distinguish enemy combatants,
especially on urban batfields.

Significant advances in technologyill cut both waysincreasing the

capabilities of the AlliancevhileAT 0T EI pOT OET ¢ OEA AT A
to attack NATO systems and networks. NATO forces will have to

operate in every mediurg air, land, seaspace,and cyberspace to

defend command, control, communications, and computer (C4)

systems and networks. Protecting these networks ranked

consistently high as a priority amongst the participants of our

workshops.

Another significant concern was hove tprevent the disruption of
the flow of resources across the common3he continuous
movement of indispensable resources such as oil, food, water, and
minerals is vital to the basics of life and commerk#litary assets
may be called upon for ISR Bupport situational awareness or to
deploy (by air, land and sea) to areas where the flow of these vital
resources is compromised as a result of natural disaster, instability,
or sabotage.

Rounding out theTop 5 was a call to enhance chrtilitary
cooperation. International andnon-governmentalorganisations will

in the coming years increase their level of involvement in areas of
tension, crisis and conflicAccordingly, he military will be required

to increase its civimilitary cooperation (CIMIQ)fforts, especially its
ability to plan and liaison/coordinate with 10s and NGOs at the
operational level.
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MILITARYIMPLICATIONS TOP5) ANALYSIS

From the analysis, it is clear that the distinctions between civil and
military operations, types of warfare, and organisational structure
need to be better defined and organised to create the operational
flexibility required of our forces in the future egating environment.
Figure 7 below highlights new areas of potential Alliance
engagement with military consequences.

MILITARY
IMPLICATIONS

PROTECTAGAINST
ASYMMETRIGHREATS

CONDUCTMILITARY
OPERATIONAGAINST
NON-STATEACTORS

PROTECTCASYSTEMS
ANDNETWORKS

PREVENTDISRUPTIONS
TO THEFLOW OFVITAL
RESOURCES

ENHANCEQVIL-MILITARY
COOPERATION

D> PoToPo oo o o o P o I To

>

ANALYSIS

Develop adaptable command structures that can quickly respond to wariety of modes

of warfare and support civilian authorities

Anticipate vulnerabilities and potential threats through continuous, effective

intelligence information -sharing with all who may be called on to act

Promote awareness of potential threats among pulations, and pro-active measures

through training and experimentation

Be prepared to both support and lead according to the magnitude of attacks and the

effectiveness of civilian responses

Prepare responses that are unrestricted across the fudpectrum of warfare and stability

operations.

$AGATT B A xAl1 AAEET AA #1711 AT AROORUIESbBIO

Engagement(ROE) for all forces involved

Interact with local population to gain cultural and situational awareness and

build/maintain support for the mission

Develop a strategic concept for Cyber Defence

Leverage technological advances to both developnd improve capabilities to detect,

identify, locate & engage source(s) of cyber attacks

Develop offensive cyber capabilities (CounteCyber Attack)

Avoid development orreliance on single point of failure systems and networks.

Identify resourcesand corresponding infrastructures that are deemed vital to the

Alliance and its member nations

Develop a concept and legal framework to ensure the Alliance has the ability and

resources to respond to threats aimed at preventing the flow of vital resourceg he

location and type of resources and infrastructure will be the key driverthat define

needed capabilities

Establish communication and coordination with civil authorities to assist in crisis

planning if access to resources has been disturbed.

Prepare for increased involvement of NGOs in areas of tension, crisis and conflict

Develop framework for comprehensive planning and liaison with NGOs
Figurer: Military Implications Analysis
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As mentioned previously, the Militarymplications were deduced
from the individual Security Implications, where they had a direct
and traceable link to the four insights and conclusions. Accordingly,
there were continuity and coherence between a political debate on
Security Implications anda strategic military debate on Military
Implications. The insights and consequences of the interim report
AT OxAOAA OEA 001 xEAOed NOAOOEIT A
formed a basis for specific actionable political issuEs. elicit the
best military alvice and support subsequent discussions regarding
NATO, the Military Implications were segregated into seven focus
areas in which NATO may have a role.

MILITARYIMPLICATIONSFOCUSAREAS

1. Adapting to the Demands of Hybrid Threats. Throughout

EEOOT OUh OEA ODPAOAAT @ 1 &£ xAO6 OAOGAAI
strengths and gravitate towards areas of perceived weaknesses. In

this tradition, enemies will avoid conventional military operations in

which they are unprepared to confroMNATO forces. Instead they

will attack in ways NATO might consider irregular or asymmetric,

but are anything but asymmetric to thenThe security environment

will include conventional, irregular, terrorist and criminal elements

in mixed modes of operationsAdversaries show no respect for

distinctions drawn between civil and military operations, and exploit

OEAI O OEOAAOGAT OEA '11EATAAGO OAOC
The Alliance needs to develop those training, doctrine, education

and capabilities acessary to confront an opponent that uses these

elements at the strategic, operational and tactical levels.

2. Operating with Others and Building Institutions. Cooperation
and collaboration with norNATO nations and other international
actors are necessary to create opportunities for the Alliance to
enhance security and stability. Focusing on Security Sector Reform
as a tool of conflict prevention will strengthecultural awareness,
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and improve interoperability. Over time, doing so may decrease the
need for military intervention.

3. Conflict Prevention, Resolution and Consequence
Management. Nations must establish and maintain relationships
by encouraging goverment agencies to develop a comprehensive
approach to conflict management. At the international level, the
Alliance has to fulfil its mandate in increasingly complex areas of
conflict alongside a varied mix of international actors. It can succeed
only by brming strategic partnerships that are transparent,
informed, and mutually respected and understood.

4. Counter Proliferation. Alienated state and norstate actors will
increasingly create, sell, acquire, and use WMD/WME. In addition,
the failure (or strutural weakness) of a nuclear state will also pose a
significant risk to Alliance security.

5. Expeditionary and Combat Capability in Austere
Environments. The nature of future operations will emphasize the
ability of multinational, joint and expeditionary forces and
capabilities to succeed in demanding geographical and climatic
environments.

6. Strategic Communications and Winning the Battle of the
Narrative. The continuous demands for information will require that
the Alliance compete vigoraly, both nationally and internationally,
to communicate effectively and build support for its core mission,
purpose and operations

7. Organisational and Force Development Issues-uture risks and
threats will challeng©@ EA ! 1 1 E A1 aBhede@atelyid EnityE O U
maintain solidarity, and reach a common understanding of
collective defence and the threats that could trigger an Article 5
response. Shifting demographics within the Alliance and differing
perceptions of threat and security will influenceational force
generation, readiness and capabilities. The Alliance therefore needs
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to adapt its internal organisational structures and decisioaking
processes to meet these realities.

The executable elements of thdilitary Implications are reflected in
actionable military issues for each of the focus are@ise focus
areas indicate relationships between groupsiMifitary Implications
They are not prioritised as thos#ecisionsare left to Nations With
this in mind, these areas are classified as either potential roles for
NATO in 2030, or as essential enabi@figure 8).

POTENTIALROLES FOR NATO ESSENTIALENABLERS
I ADAPTING TO THEEMANDS OF I STRATEGICCOMMUNICATIONS AND
HYBRIDTHREATS WINNING THEBATTLE OF THE
NARRATIVE
9 OPERATING WITTHERSS BUILDING
INSTITUTIONS 1 ORGANISATIONAL ANBORCE
DEVELOPMENTSSUES

1 CONFLICTPREVENTIONRESOLUTION
AND CONSEQUENCIMANAGEMENT

1 COUNTERPROLIFERATION

9 EXPEDITIONARY ANGOMBAT
CAPABILITY IMUSTERE
ENVIRONMENTS

Figures: Militarylmplications Focus Areas

The potential roles are those areasthe future which the Alliance
must commit to action byeither establishing a new role or adapting
an existing oneWith such a commitment, the essential enablers
help to define the manner in which these roles shoogdsupported
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via internal and external communication, and through organisations
that improve the effectivenessf the Alliance

As noted in the Insights fronChapter 3, the future security
environment will provide numerous opportunities for NATO and will
place greater demands on the military capabilities of the Alliance.
Decisions on future roles and missions largely will determine the size
and types of forces, capabilities, and command and control
structures needed by NATODoing so willensure that itis properly
organisedto adapt to the demands of hybrid threats, while also
maintaining its conventional and nucleaapability. The following
chapter expands on the seven focus areas in further detail, and
provides findings and recommendations to suppdhte strategic
dialogue on how NATO needs to operate and partner in the future.
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Chapter 5

Findings and Recommendations

The MFP is meant to inform and support strategic dialogue on
challenges the Alliance will face and the corresponding security and
military implications. It does not predict the future or presume
political decisions that will determine future Alliance roles and
required capabilities. Rather, it provides Alliance leaders wath
broad set ofideas and information with which to plan for the future
security environment.

The basis for the strategic dialogue the fundamental question:
What are the future threats arahallenges that could pose risk to the
interests, values and populations of
the Alliance?In responding to this
guestion, we createdan analytical
framework, developed four futures,
and deduced 33 Security and 26
Military Implications. The analytical
framework stands as an enduring
product of the MFP.It is simple
enough to understand and use, yet
sophisticated enough to capture the
complexity of the task. As the drivers
of change evolve, and the impact of
events and trends become better known, the framewocan be
used to revisit the multiple futures and reassess implications for the
Alliance.

The implications deduced for 2030 will support both political and
military debates regarding the future of the Alliance and how to
prepare it for forthcoming challeges. The analysis of th&ecurity
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